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Elements

OrtkpbiBaem http://arsbatyrov.ru/chrome/elements_dz
lNepen Hamu NpoCTOl canT 3aMeTok. Halua 3agava - NpoTecTMpoBaTh ero:

1. Haiit mecTo, rae TekcT BbIAAET 3a paMku 6rioka, ecnv 6yaeT CNMLLKOM ANUHHbIM.
PesynbTaT: CKPUHLLOT C BblLUEALEeM 3a paMKn TEKCTOM.

2. Haintn u cgenatb BUOMMbIM B10K HOTUdMKaLMKY, NPOBEPUTL, afeKBaTHO N OH
BbIMAANT. Pe3ynbTar: CKPUHLLOT BUAMMOWN HOTUMKaLMK.
CocTaButb ABa CSS-nokartopa:
a. KoTopeliii 661 nogolen noboi kHonke “detanu 3agaHus’.
b. Kotopbliit 66 nopoLien mo6boii KHomnke “Yaanutb”.
Pe3ynbTat: HanucaTb B pELIEHNN TEKCTOM JIOKaTophbl.

3. 3agayva co 3Be3foyvKkoi. CocTaBuTb yHUBepcanbHbli XPath-nokarop unm CSS-
nokarop, KoTopsblii Obl MoAoLLEN 3nieMeHTaM, cogepxaiym TekcT TOJTbKO BaxHbIX
3ajay (OHW NoMeYeHbl nenbnom “BaxHoel”). T.e. B HalLeM ciyyae afnemMeHTaMm,
cofepxallmm TekcTbl “Hafo He 3abbiThb BLIMONHUTL AOoMaluHee 3aJaHue.” u “Hago
n3yuutb Bash, SQL, Chrome Devtools, ADB, Appium u Selenium, Git.”. PeaynbTar:
TEKCTOBbI (paiin ¢ f1okaTopoMm.

Console

OrtkpbiBaem http://arsbatyrov.ru/chrome/console_dz
MNepen Hamu ranepes ¢ KOTMKamm, KOTopble ULLYT CBo oM. Halua 3afava -
npoTecTUpoBarTh ee:

1. Haittn JS-owmbky, KoTopasa He 6nokmpyeT garnbHenwwmni yHKUnoHan. Pesynbrar:
HanucaTth TEKCT OLIMBKM B peLLEHWH.

2. Hantun JS-owwmnbky, kotopasi brnokmpyer pyHKUMOHar 3akpbiTus oBepried. PesynbTar:
HanmcaTtb TEKCT OLIMOKM B peLleHIN.

3. Ham Hapo npoTecTvpoBaTb KHOMKY “HaxxmuTe ctofa’ Ha broke 3arpysku. Ho aToT 6510k
nponagaer oveHb 6bicTpo. Hano HanucaTtk J S-kof, KOTOpbI M3MEHWUT nosBeaeHne JS-
DYHKLMUW, KOTOpas yHUYTOKAET 9TOT OM0K. PYHKUMA Ha3blBAETCA MHAYe, YeM B BUAEO, a
UMEHHO - destroyl.oader. PesynbTar: JS-kof, KOTOPbIA U3MEHUT NnoBedeHue yHKUumn +
TaM XXe OTBETUTL Ha BOTIPOC - BEPHO N paboTaeT KHOmMKa “HaXkMuTe croaa” Ha brioke
3arpy3Ku U HeT.

3apava co 3Be3/04KON. [INA peLleHne 9TOro 3aAaHus, BO3MOXHO, NoOHaaobutes
nsyyeHne nubo ypoka npo Bkrnagky Elements, nubo Network, nnbo Source. JS ymeeT He

“TOnbKO. yAansaTb YacTb HTML-koga, Ho 1 fobasnaTtk. Tak, HanpuMep, udorga JS
| JOpVCOBbIBAET HOTU(MKALUMIO, @ HE AieNnaeT ee NpPocTo BUAUMORA. IMEHHO Takas

HOTU(MKALIMA Y Hac ecTb Ha cTpaHuLe. Hala 3ajaya - npotecTupoBarts ee. MNpobrnema
B TOM, YTO Mbl HE 3HAEM HW MpW KaKuX YCNIOBUSX OHa NOKasbiBaeTCA, HU HasBaHue JS-
YHKLMM, KOTOpas ee nokasbiBaeT. Hago nayuntb JS-ko Ha cTpaHuue, NoHATL O Kakoi
yHKUMM MOET peyb U Bbi3BaTb ee. PesynbTar: CKPUHLLOT C NoKasasLueincs
HOTU(UKaLmen.

OrtkpbiBaem http://arsbatyrov.ru/chrome/source_dz
MNepen Hamu cTpaHuLa, KoTopasi Nony4YaeT KapTUHKY GO CTOKOB U MoKasbiBaeT ee
nonb3oBareso. 3T0T CepBUC HaM NPEACTOUT NPOTECTUPOBATH!

1. Hago nocMoTpeTb, ¢ KaKoro GToka (Mnu ¢ Kakmx CTOKOB) Mbl Nory4aemM KapTyHKA.
PesynbTaT: HanucaTtb B pelleHun agpecom/agpeca.

2. Hapo neperpyanTb 3arofioBoK cTpaHuLibl, 4Tobbl OH Bbin He “<title>Source - Home
work</title>", a “<title>Source - iokanbHas Bepcusa</title>". Y6eamtbca, 4to
nepesarpysku CTpaHuLbl MOABMNAETCA MMEHHO Hallia MnokansHas Bepcus. PesynbTart:
CKPUHLLIOT C 3arofloBKOM CTpaHuLpbl 1 oTKpbITbiM Chrome DevTools Ha Bknagke
Overrides.
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3. Cospgarb snippet co cneaytowum kogom: “function home_work() {$(".a1').removeClass

Source ('a1').addClass('a2');}home_work();”. 3anycTuTb ero. [locne, knukas no KHomnke
nosyyeHnsi HOBOMN KapTUHKW, MOHSATh, YTO U3MEHWUNOCH B MOBEAEHUN KHOMKW. Pe3ynbTar:
HanucaTb TEKCTOM B PeLLEHUU OTBET Ha BOMPOC - YTO U3MEHUMNOCh.

4. 3agaua co 3Be3j04KOM. Hallu cepBuUC YyCTPOEH Tak, UTo HyXHasi kapTWHKa Beerga
ecTb. Hawa xe 3agaya - npoTecTMpoBaTh MOBEAEHNE CepBuca B Criyyae OTCYTCTBUS
KapTuHKN. [lenatb aTo Byaem nytem neperpyskv JS-paiina, KoTopbli nonyyaet nyTb 40
KapTUHKN U gobasnsaeT ee Ha cTpaHnly. Cpeau 3arpyxeHHbix dainos Hago HanTm
“source_dz.js”. Tam ecTb CTpoKka <img class="card-img-top" src="{{path}}" alt="Card
image cap">. ImenHo BmecTo {{path}} JS-kon noactaenaeTt nyTb Ao danna. Hawa
3afaya MoOMeHsATb 3Ty CTPOKY Tak, UTobbl MyThb A0 KAPTUHKM CTan HempaBuibHbIM. [lanee
COXpaHUTL M3MeHeHusi B Overrides 1 nepesarpy3uTb cTpaHULy. 3aTeM Haarb KHOMKY
ANs NoNy4YeHusa KapTUHKKM W MOCMOTPETb, KaK CepBuc oTpearnpyeT. PesynbTart:
HanucaTb B peLUEHNN TEKCT G U3MEHEHHOII CTPOKOM.

OtkpbiBaem http://arsbatyrov.ru/chrome/network_dz
Mepen Hamu TUNUYHBIA oBLWLMIA YaT. HanncaTb cooBLUeHNe B HEro MOXeT KaXKabil, KTo
MUMeeT cneumanbHyr cookie ¢ Ha3BaHue chat_token. Hawa 3agavya ero npotecTmpoBars:

1. M3yunTb BCe TUMbI 3aMpOCOB, KOTOPLIE YXOAAT cO cTpaHuLbl. [pucnarts CnmMcok
3anpocoB ¢ onvMcaHUeM TOro, AMIS YEro, Mo BalleMy MHEHWIO, KaXXAbIA 13 HUX HYXEH,
KakoW dpyHKLMoHan He paboTan Okl 6e3 aToro sanpoca. PesynbTat: TEKCT C ONUCaAHUEM.

2. Pa3paboTuuk ckasarn, 4To Kaxabii nosnb3oBaTenb B YaTe DyaeT noMe4YeH CBoUM
LBeTOM. Y Hac HeT Apyrux ronb3oBaTeneil B YaTe, HoO Mbl MOXEM UMUTUPOBaTh APYroro
nonb3oBarens npu nomowm ytunutel CUrl. Hago ckonuposath 13 Bknagku CUrl-3anpoc
Ha JobaBneHye HOBOro COODOLLEHWSA U U3MEHWTD €0 Tak, CYIOBHO 3anpoc OTnpaBun
Apyroii nonb3osatenb. 3aTeM Haflo OTNpaBUTL Takoli 3anpoc U NPOBEpPUTb,
[eicTBUTENBLHO N coo6LLEHNE 0TOBPa3NTCH HOBLIM LIBETOM. Pe3ynbsTaT: CKpPUHLLIOT C
YyaTa, rae ecTb CO0BLLEeHNs OT ABYX pa3HbiX Nonb3oBaTenen.

3. 3apavya co 3Be304KON. HalnTn HecKonbKo cnocoboB BOCMONbL30BaThCcH XSS-

YA3BUMOCTbI0. OnucaTb Kaxabli U3 HUX. PesynbTaT: onucatb B PELUEHNUN C
ONMUCaHUAMM.

Network

4 BTOpOi YPOK

OtkpbiBaeMm http://arsbatyrov.ru/chrome/performance_dz

Mepen HaMu Takoe e JS-NpunoXeHune, YTo Mbl BUAENK Ha BUAEO. TOMbKO KHOMKN
nepemellaHbl. Halwa 3agaya - npy nomolLm Bknaaku Performance noHsTb, kakyto
Harpysky cosfaert kepkhast U3 KHOMOK.

Petformance 1. Hapo Ans kaxaoi KHOMKW yKasaTb: TUI Harpysku, KOTopble NpesannpyeT: “‘peHaepuHr
1 OTpHcOBKa”, “CKPUNTUHI (donraa padoTa JS, Hanpumep, ANd NO4CYETOB Yero-nubo)”,
“Idle (xonocTas paboTa B npolecce oxuaaHUs)". Pe3yrnbTaT: onucaTb KHOMKY U TUMbl

Harpysku, KOTopas OHa co3fjaert.
2. Hapo ckonupoBaTh POdUIib OAHON W3 KHOTOK = TOR, KOTopasi reHeput Bonblue BCero

Harpy3kv (onpegenuts B npedblayliem 3agaHun). PesynbTat: npucnatb dann-
npochusib.

OTtkpbiBaem http://arsbatyrov.ru/chrome/application_dz
Mbi BUOMM Hekuir caint, paboTa KoToporo 3aBfsaHa Ha AaHHble u3 Storage n Cookie.

1. Cookie MOryT BbICTaBNATLCA Kak 3a cyeT JS, Tak 1 3a cyeT cepsepa. B nepsom
chyyae 'JS cam Bo Bpemsi paboTbl JaeT KOMaHAy Ha BbicTaBreHue cookie. Bo BTopom
obA3aTenbHO A0MKEH ObITb 3anpoc K cepBepy, a B 3anpoce B none Response Headers
pormkeH bbiTh 3aronosok Set-Cookie co sHaueHvem cookie, KOTOPLIA HaA0 BbICTABUTL.
Hawwa 3agaua - onpefenuTs, kakas KHomnka BbicTaBnsieT cookie 3a cueT oTBeTa cepsepa,
a Kakas - 3a cyeT paboThbl camoro JS. PesynbTar: HanvucaTb OTBET, Kakas KHOMKa Kakum

Application cnocobom BeicTaBnsietT Cookie.

2. ECTb KHoMKa, KoTopas coxpaHAeT BBefeHHble Hamn TeKcT. Ho Mbl He 3Haem kyaa, B
cookie, local session unu session storage. Halua 3agaya - 370 NOHATL, UCMONbL3YA
knagky Application. PesynbTaT: Hanucatb OTBET Ha BOMPOC, Kya COXpaHATCH TEKCT (B
cookie, local session nnu session storage).
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3. OnucaTb, kak Obl Bbl 4ENCTBOBANM ANS pelleHns npeablayLueit 3aaaym npy ycrnosum,
yto Application-Bknagku He Gbino 6bl. Bo3aMoXHO 6bINo Gbl oNpeaenuTb, rae UMeHHO
coxpaHsieTcsi MHopmauma? PeadynbTat: HanucaTb OTBET.

4. 3apayva co 3Be3f04Ko. [Jaxe Ha Takoil NpOCTOil BKMNaake BCe paBHO 3aTecanach
XSS-ys3BumocTb. Kak ee Bocnpoussect? PesynbTat: onvcaHue ys3sumocTy.

OtkpbiBaeM http://arsbatyrov.ru/chrome/device_dz
Buaum BeG-npunoxeHne ¢ MeHo 1 nonsamMu Ans Beoga. Hawa 3agava - npotectvpoBaTb
3TO NPUNOXeHWe:

1. MNpoBepuTb 0TOGPaxKeHUe B NOPTPETHOM U NaHAWadTHOM pexvmax Ha AeBaiice ¢
Device paspelueHvem 1280 Ha 960. PesynbTaT: ABa CKPUHLLOTA, NO OAHOMY ANS KaXAoro n3

PEXMMOB.

2. 3apaya co 3Be3go4koi. MoaxnounTbes k yctporctay Ha Android. OTkpbITb BEG-

npunoxexue u3 3agaHusi B chrome Ha yctpoicTee. PesynbTaT: CKpUHLLOT 3kpaHa

KOMMbOTEPA C OTKPbITIM MHCMEKTOPOM.

Ha aTtoT pas Halle 3agaHue He cBsidaHO ¢ canTom http://arsbatyrov.ru

Security 1. HawnTn canT, koTopsblit 3awmileH SSL-cepTudukatom. Pe3ynbTaT: CKpUHLLOT AeTanein
ero ceptudukaTa, KOTopbi nokasbiBaeT Chrome DevTools.
2. Hantu cait, KoTopbi He 3awmileH SSL-cepTudukatoMm. Pe3ynbTaT: CKPUHLLOT
npepynpexaenunst ot Chrome o ToM, YTO caiiTy He CTOUT AOBEPSATb CBOW AaHHbIE.
OTkpbiBaem http://arsbatyrov.ru/chrome/networkcond_dz
Mbl BUAMM caiit, pabota koToporo 3aBucut oT napametpa User Agent. Hawa 3apgava -
npoTecTUpoBaTh ero:

Network 1. Hapo HanTu kak MuHumym oauH User Agent, npu KOTOPOM HeBEpHO onpeaensieTcs

Conditions 6paysep unu mobunsHas OC. Pe3ynbTat: HanucaTtb 3HadeHne User Agent.
2. Hapo Hantu kak MuHumMym ogumH User Agent, npu koTopom nosiBnsietcs JS-owumnbka.
Pe3synbTat: HanucaTb 3HadveHue User Agent.

3. 3apaua co 3Be3aoukoi. M cHoBa, kyaa xe 6e3 nontobusLueiics Ham XSS-
ysizBuMocTn? Kak ee BocnponaBecTn? PesynbTaT: onucaHune ys3BMmocTy.
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